The Evolution Of Guest Access
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Guest Access - The Beginning

WARELESS
ENABLED

. Islands of Wi-Fi coverage

. Autonomous access points

. Best Effort Support

. Limited access point capabilities

. Limited bandwidth and visibility
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Guest Access Today

Ubiquitous reliable connectivity is
expected

- QoE and patient satisfaction can cost you
real dollars.

Mission critical in some settings

. The name of the game is guest/patient
engagement and collecting useful

analytics Entrance

........

High priority response

IT, Marketing, and Security collaboration. .
we’re hiring.
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Guest Onboarding Experience

SIEMENS

Communication for the open minded

. Guest Access Design heavily dependent on

customer requirements, and desired end C Ome On in!

user experience.

Guest Internet access

. Captive portal with terms and conditions Login
. Internal, or external
. Sponsored or self registration
- Open Access
. Unigue Key/scratch ticket.
. Guest Brochures

provider of Open Commun Lifeworks vision is to empower
business communities with munications, speeding up your
business and making your deci s more effective.

Siemens Enterprise Communications
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Guest Onboarding Example

SIEMENS

SIEMENS

SIEMENS
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Come on in!

Request Accesss

-hange)

:

Come on in

Login Guest Internet access

Guest Infromation
*Mame

Your request has been submitted and
access infarmation will be emailed to
YOUr Sponsor

Return to login page

Usermarme:

Password

[ I accept the terms & conditions gj

Requeataccess

*E-mall address

Sponsor Information

P &

*E-mall address

*Indicates =
required field Login
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Come on in!

SIEMENS
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Come on in!

Login

Usermarme:

Password

[ Iaccept the terms & conditions

Requestaccess

ange)

Internet
Access




Captive Portal

Branding — Identifying your business

Key Communications. Driving traffic to
specific sites

. Terms and Conditions — Liability
Music and Video downloads.

Multi-lingual Support

'WIFI CONNECT

- Auto Browser Pop-up
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Security Consideration

.- Physical and or logical separation from the

enterprise network. FORBIDDING
FORBIDDEN

- Protecting guests devices from each other.

. Traffic filtering.
DNS traffic filtering.
. Stateful packet inspection.

. Port level controls (53, 80, 8080, 443, 21,
22, 23,etc.).

. Layer 7 visibility and control

.- Preventing employees from using the guest
network with corporate devices.
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Evolution of Design

In the past the key physical design
components were wireless access points,
controllers, and DMZ / firewall with a robust
Internet connection.

. Today guest access design can include
NAC and automated role provisioning
. Customized splash pages
End Point Security
. Self Registration

. Scalable DHCP requirement as well as
sophisticated content filtering.
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Architecture Overview

Core Switch
MPLS WLAN Guest DMZ inside DMZ outside
\ Traffic
. (R RO Firewall Cluster
— g ] Guest WLAN traffic ~ u — I
z W Controller BT CE 2 BT MPLS CE 2 [
— g _ Rate Limiting Rate Limiting |
= g\‘u\ Guest WLAN traffic Guest Traffic Guest Traffic
[ O =) @ [
S ~__ X _-&Q '
I CE1 MPLS Office Traffic Q
Core Switch
El BTCE?2
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RF Considerations

. Drawbacks to physical parallel network.

- Ubiquitous vs localized coverage.

. Leveraging a dedicated SSID in the 2.4
GHz band has its pros and cons.

- Role 5 GHz can play for guest access.

. Guest user density
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Guest Wi-Fi Chient Count 24hr

Startt < 9462016 10:00 AM | » End «  9/16/2016 11:00 AM

Wild Fire
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DHCP Considerations

Scalability. Not unusual to pool VLANS or use larger
networks to accommodate the user load.

Limiting the Broadcast domain (drop
broadcast/multicast traffic)

DHCP server on the WLAN Controller vs Dedicated
DHCP server

Clients can inadvertently and unknowingly use up IP
addresses and take up a lease.

Appropriate lease times are critical for success.

Threshold Alerts.
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DNS Consideration

- Replicate DNS locally

- Excessive DNS requests appear like DoS
attack.

.- Personal vs Corporate licensing

. First line of Defense
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Provider Primary DNS Server Secondary DNS Server
Level3: 209.244.0.3 209.244.0.4

Verisign> 64.6.64.6 64.6.65.6

Google: 8.8.8.8 8.8.4.4

DNS.WATCH: 84.200.69.80 84.200.70.40

Comodo Secure DNS 8.26.56.26 8.20.247.20

OpenDNS Homes

208.67.222.222

208.67.220.220

DNS Advantage

156.154.70.1

156.154.71.1

Norton ConnectSafes

199.85.126.10

199.85.127.10

GreenTeamDNS: 81.218.119.11 209.88.198.133
SafeDNSs 195.46.39.39 195.46.39.40
OpenNIC® 162.211.64.20 199.195.249.174

SmartViper

208.76.50.50

208.76.51.51

Dyn 216.146.35.35 216.146.36.36
FreeDNS" 37.235.1.174 37.235.1.177
Alternate DNS: 198.101.242.72 23.253.163.53
Yandex.DNS 77.88.8.8 77.88.8.1
censurfridns.dk 91.239.100.100 89.233.43.71
Hurricane Electric 74.82.42.42

puntCAT!s 109.69.8.51



http://www.level3.com/
https://www.verisign.com/en_US/innovation/public-dns/index.xhtml
https://developers.google.com/speed/public-dns/
https://dns.watch/index
https://www.comodo.com/secure-dns/
https://www.opendns.com/
https://www.neustar.biz/services/dns-services/dns-advantage-free-recursive-dns
https://dns.norton.com/faq.html
http://www.greentm.co.uk/
https://www.safedns.com/features
https://www.opennicproject.org/
http://www.markosweb.com/free-dns/
https://help.dyn.com/internet-guide-setup/
https://freedns.zone/
http://www.alternate-dns.com/
https://dns.yandex.com/advanced/
http://www.censurfridns.dk/
http://he.net/
http://www.servidordenoms.cat/

Bluetooth Low Energy GBBl h
uetooth

BLE operates in the 2.4 GHz ISM band. SMART
_ _ o AVISIBILITY

Unlike classic Bluetooth, BLE remains in

sleep mode constantly except for when a

connection is initiated. (The actual

connection times are only a few mS)

Peak of Inflated Expectations

Plateau of Productivity

Leveraging Beacons for context awareness.
“Where am I” vs “How Close am ["?
Battery and smartphone friendly. Slope of Enlightenment

Increased focus on engagement

applications. Trough of Disillusionment
Technology Trigger TIME
>
) *Gartner Hype Cycle
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Mobility Strategy

Mobility encompasses much more than Wi-
Fi

. As the number of RF devices increases so

does the chance and risk of interference.

- Availability and roadmap of spectrum

shapes our mobility strategy including
direction with DAS, LTE-U, Wayfinding,

RTLS, etc. Using DECT is a good example.

. Options for smartphone and tablet indoor

connectivity

. Trend towards Mobility teams.
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“Strategy without tactics is the slowest route
to victory. Tactics without strategy is the

noise before defeat.”

-Sun Tsu

cuwn

CertitrekY

)



Wayfinding
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. Indoor Turn by Turn navigation
Key points of interest
GPS, BLE, and Wi-Fi Triangulation.

. Guest engagement is the immediate intent
not RTLS.

Your prescription is ready for
pickup. Would you like directions to
the pharmacy?
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The Future: End to end engagement

:ﬁduced Stress
°I‘mation

al.l .
*Ou

Dir?c?;% e *Indooy

"s/raffic Directions/poy
'E;:I'eCt targeteds Foll
9agement **ollow yy,
. Ience

5 moti‘ng int
inga Re“sit €rest




Q&A
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